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Security Weaknesses of Copilot Generated Code in GitHub

YUJIA FU, Wuhan University, China . ) ) )
PENG LIANG, Wuhan University, China Table 3. The number and percentage of code snippets with security weaknesses generated by Copilot

AMJED TAHIR, Massey University, New Zealand

~ TFONOVANC 11 Aot ALt AT AT

# Snippets containing

ol security weaknesses %

Pythﬂn 277 91 32.8%

JavaScript 175 43 24.6%
Is GitHub’s Copilot as Bad as Humans at p— — — P—

Introducing Vulnerabilities in Code?
Table 8. CWEs and security issue types in Copilot-generated code
Owura Asare*, Meiyappan Nagappan and N. Asokan

741v5 [cs.SE] 6 Jan 2024

Type of Security Issue Relevant CWEs
Cheriton School of Computer Science, University of Waterloo, Dita Neutralization [Ea5es CWE-94, CWE-78, CWE-117, CWE-89
Waterloo, Ontario, Canada, N2L 3G1. Resource Management Errors CWE-772, CWE-502
Error Conditions, Return Values CWE-396, CWE-617
Bad Coding Practices CWE-628, CWe-563
*Corresponding author(s). E-mail(s): oasare@uwaterloo.ca; Credentials Management Errors CWE-798
Contributing authors: mei.nagappan@Quwaterloo.ca; Information Management Errors CWE-312, CWE-215
asokan@acm.org; Authentication Errors CWE-295
Concurrency Issues CWE-367
File Handling Issues CWE-22
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learn 4.5%
predict 3.5%
The best thing about Al is its ability to ~ ™ake 3.2%
understand 3.1%
do 2.9%
H [H 9% (Autoregressive Model) The best thing about Al is its ability to,
N EEEA The best thing about Al is its ability to learn,
o L N : <R =) e s e 41 B2 W ] The best thing about Al is its ability to learn from,

The best thing about Al is its ability to learn from experience,

The best thing about Al is its ability to learn from experience.,

The best thing about Al is its ability to learn from experience. It,

The best thing about Al is its ability to learn from experience. It's,
The best thing about Al is its ability to learn from experience. It's not
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