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- ERHEEHTREFHbug:

BRI TR+ Nbug: int testARR30()
int testARR30() {
{

int x = 9936; int j;

int j; int t[9936] = {0};

int t[9936] = {0}; int i;

int i; for(i = 0; i<=x; i++)

for(i = 0 i<=x; i++) {

{ J =t

J =t }
} return j;
return j; }

ERASE— MR,
BRI AR AR
BERSKEB, #4 ¢ BIA/IN 9936, {BEERIFEA 1 = x MR, M40 IESET

E{fER, #2H + RA/NA 9936, (BEFERDER i < x MEE, &4 i IE 9935 B, =iAia) "t RIS 9936 TR, BAEEE T+ NANEEX, BENH0HEH

9936 Y, RiAIA) "+ HEAMIEE 9937 1 TE, MWMSEEEESR, XAsiaSHizf i HESEERT, TIRESIBIRIRENNRFE, NSEEFHIRENTH, flnEEs

EF AT R, BFEESIZNER,

AT ERXANEER, MZBERIIRAEN "1 <« AT BERIXANEEE, MRS EIRNEMEEN i < x, UBERSHaEETE 2 SN
=,
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// Simple ? condition that assigns constant to bar on true conditiond

| int num = 106;} |

" param;l

bar = (7 * 18) + num = 200 ? "This_should always happen

String fileName = null;}
java.io.FilelnputStream fis = null;L

try {4

fileName = org.owasp.benchmark.helpers.Utils. TESTFILES DIR + bar;!
fis = new java.io.FilelnputStream(new java.io.File(fileName)); |

OLUASP

Open Worldwide Application
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[C] Copy code

fileName = org. owasp. benchmark. helpers. Utils. TESTFILES_DIR + bar;

T2 bar FEOTEEEAFTEN, AACHETSEET mum {1 paran” TE2MEE, Bahd
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TABLE 1: Vulnerability detection on synthetic code.

il S
1 IE:‘_
- q‘.

ll;.

|
|

- p— GPT3.5 GPT4

e TP | FP | Precision | Recall | TP | FP | Precision | Recall

e CWE22 | 10 | 5 | 1| 8333% | 100% | 5 | 1 | 8333% | 100%
. CWE-78 | 10 | 5 | 3 | 6250% | 100% | 5 | 1 | 8333% | 100%

':'%g “EE g : CWE-79 | 10 | 5 | 4 | 5556% | 100% | 5 | 1 | 83.33% | 100%
CWE8 | 10 | 5| 3] 625% |100% |5 | 0| 100% | 100%

. . CWE-119| 10 | 4 | 3| 57.14% | 80% | 5 | 1 | 83.33% | 100%

Wu F, Zhang Q‘Ba_/a/A P etal. . CWE-125 | 10 | 5 | 2 | 7143% | 100% | 5 | 2 | 71.43% | 100%
Exploring the Limits of ChatGPT in CWE-190 | 10 | 3 | 2| 60% | 60% (4 | 1] 30% | 30%
i L CWE416 | 10 | 5| 2| 7143% | 100% | 5 | 0 | 100% | 100%

Software Security Applications[J]. CWE476 | 10 |4 | 1| 8% | 80% |5 |0 | 100% | 100%
. ' 0 CWE-787| 10 | 3| 0| 1002 | 60% | 5| 0 | 100% | 100%
arXi v preprint ar. Xiv.2312.05275, Total 100 |44 |21 | 67.69% | 88% |49 | 7 | 87.50% | 98%

2023.
TABLE 2: Vulnerability detection on CVEs.

Language | #Case GIT=35 g
TP | FP | Fail | Precision | Recall | TP |FP |Fail | Precision | Recall
C 34 (31| 6 75% |2143%(9 (3| 0 75% |52.94%
Cpp 6 012 2 0% 0% 12| 0 | 3333% (33.33%
Python 10 (020 0% 0% ]3]0 50% 20%
Go 8 0100 0% 0% 3100 100% T5%
JavaScript| 8 [2[2] 0 50% 50 | 2|/0] 0| 100% | 50%
PHP 2 0|00 0% 0% L10] 0O 100% 100%
Total 68 7| 8 | 41.67% |17.24% (17|16 | 0 | 73.91% | 50%
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Signature Verify,
Integrity Checks,
Defense In-Depth
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@ Security
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pev Monitoring
o RASP Feedback
Security Moritoring o
Champs and Analytics and Analytics
API Gateway
Security
Performance Logs
ki Preprod Precic ]
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o
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Agentic Reasoning Design Patterns

1. Reflection

» Self-Refine: Iterative Refinement with Self-Feedback, Madaan et al. (2023)
« Reflexion: Language Agents with Verbal Reinforcement Learning, Shinn et al., (2023)

2. Tool use

» Gorilla: Large Language Model Connected with Massive APls, Patil et al. (2023)
« MM-REACT: Prompting ChatGPT for Multimodal Reasoning and Action, Yang et al. (2023)

3. Planning

» Chain-of-Thought Prompting Elicits Reasoning in Large Language Models, Wei et al., (2022)
« HuggingGPT: Solving Al Tasks with ChatGPT and its Friends in Hugging Face, Shen et al. (2023)

4. Multi-agent collaboration

= Communicative Agents for Software Development, Qian et al., (2023)
» AutoGen: Enabling Next-Gen LLM Applications via Multi-Agent Conversation, Wu et al. (2023)

Andrew Ng
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Table 4: Results for various approaches on Game of 24

using GPT-4.
Method Acc. 1 (%)  # Visited states |
Direct 7.3 1
CoT 4.0 1
CoI-SC (k=100) 9.0 100
Direct (best of 100) 33 100
CoT (best of 100) 49 100
ToT (b=35) 74 61.72

CR (ours,b=1) 84 (+10) 11.68 (-50.04)
CR (ours, b=2) 04 (+20) 13.70 (-48.02)
CR (ours, b = 3) 97 (+23) 14.25 (-47.47)
CR (ours, b=4) 97 (+23) 14.77 (-46.95)

CR (ours, b=5) 98 (+24) 14.86 (-46.86)
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- Write multiple files to create working directory

Pros:

Browser based - clean UI code (shaden)

Pros:
- Functional container + backend JQVQIOPMQHt
dep!oyed eas.ii'u.; (i.e. twitter bot, 4 cons:
scl""‘d':‘!e"l obs) ) - Easy to work with blocks
= Multi modal (uses images of but not easy to iterate between vO
Cons: y v ' . . Spaw® Lovakle.dav ..; o ,,—_-‘
- have to reiterate instructions I Verce_l - select specific ¢SS -‘l'-mm
- lack of IDE experience ] RQP it VO elements to reference workflow with our "
- Docker limitation with replit -- A g ent I- A | platform
Agent Strength: ' { | = -
g 9 - | » Agent Strength:
Backend | =0
X / / Fullstack
£/
Cursor Windsurf 8 Aman Khan
P ; Al Product Playbook
ros: ,::
- Can reference web and codebase 3 X = Pros:
with @ command - p|anrﬁn5 agent
- terminal command execution
Cons:
- Not yet "gge.ntic-- with P'annins s‘teps v IDE Cons:

- cannot yet reference web and codebase

UIWHSP OWASP.ORG

Open Worldwide Application
Security Project




| ISR ET
zzdﬂmwszMji

S

mRBIZAERINES
[ RIBORE ] [ Cl/CDFuk: ]
Merlin FEE S SR ;ﬁg‘; Qﬁ
?g;"gﬂgﬁ Merlin X{&BlAgent ’%u’?,fﬁé

Merlln AIIIII:*E*@E\ Z&

HEHELE
HEsEE

-[[ vevops¥: | WAEETS | asocasm | et | summEer | owiE

OWASP.ORG

@)
2

) OLUASD
| =
: Open Worldwide Application
ity Project

Secur




InE / AIS7VIEE R Th

®) 01 1AS 2 | B | 2 E A
: ‘ Open Worldwide Applic | —— 2024 OWASPREREBALE —

Securit y Project

08.

PoC, Prototype 5=t




S | = vEES R
:_j_! :;’UJJ“J’?C—’Z&L/Z’” 173

(- mEseH]

PoC Prototype FmZREes]
6+11 » 4+6 » 3+3

OWASP.ORG

# O1UASD




|

1
o
!

NSIEESED
Jwﬂ??:’;ﬁ

E .

Eﬁ

e

M . BEElRINIZE , B eI SRS

MO

iz g HE e EGERNIMA

g (IKS ., Key, LDAP PLRE?) FERBEHEIT, £ 1T HiNBESH
Zi—hriEiEEN A FFiRER AS ith 8%, 7 i P PR Y

ee IREVINE

J}ini“}j}ij

OWASP.ORG

OLJASP

Open Worldwide Application
Security Project




S | SiAEES R

n hE &L HE AL L i/

BN o TR AR L RAA SRRSO, FLE
ESSEAS IR, OSEIARS ST, AR R A JvE——
BEAHAR. FRAAFMIIELRER. HIECTFEBAOops, FEENERIELEREE
ZU™=m: Al-Powered E#SMAR2MNK T H-Corax LEmRHr—SK

Al-Driven MAZ2IEE¥&-Merlin g¢§g@%

Al-Driven $iZi#E TEl-Rosetta giﬁ"\ﬁilﬂlé‘%?:ﬁi#
MSIRENIINS: SRS EHes BARER Bl RgERR

e e e e @ @ e @
- EBREBAFATEIR, EARE—HMNEN - EEERIYARAT - Corax3riB4EISO 26262iE (EAREA)
BfEFRDT. mRETEAYTHERA - KB TFT—RARBEES I FESCorax (2021) - FRBAIFERE, EHEHRLIZEHREINAIGED,
- FEEZIMERERAAITL. « CoraxiZtHtR—ifiKE, TSR "Ef-tE RIS, WEIMNEmMEIR “SEBE" .
. LEHREES SR R’ . MerlinSTIm LSt
- Rosettai@id _HiBMEHEE
2011-2018 2019-2022%1] 2023-%5

LRI ER Bl ER 2 REMTER

UIWHSP OWASP.ORG

Open Worldwide Application
Security Project




'}fﬁiﬁ/ ANSINIEESET

fthiihzxiE 72518 B8 - s
C_Algﬂhﬁﬁxﬂﬁ ecar> [{]zeexr

STARBUCKS’ )
: HoYo
/ >t smithanephew  Capjtaland XPENG gpMm__

BRIDGEWATER [rJ] ; -
(—~) @ TE=m3 v

\// China Mobile P

iinz_’i“
ascor () Abbott DIOR rSsem .
hEIIBY¢
s arfl A EmhE H3C Sugon

sHimAno Panasonic o e iy A
R GAII NARI
Q)po NE 'H'!L’ AR \ e dsg;fﬁﬁqwj/ FRERERE /

DS o‘gn)gﬁiﬂmg v 7 DaoCloud wizlynx group

© gitee & (OMES %ﬂﬁ

OWASP.ORG

OWJASP

Open Worldwide Application
Security Project




) | Ine= | AISTUIRE R M
OILUJASP £0 Sl R s
7 Open Worldwide Rpplication —

Security Project

THANKS




