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Startup and running
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Services and vulnerabilities
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System audit
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data backup
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Sensitive data
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Application

> MEE=R/OTA

Browser/OTA

> BaKiE

firewall

> (XIS R &5z

Code and data
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Ncat: LiStEHinb on :::222
Ncat: Listening on 0.€.9.0:222
NCat: Cconnection from 132.16
Ncat: Connecton +trom 132 .1¢

/home/efep

{nonc) login: rToOT
Fassworda:

We l come Lo Halbinux.
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root
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Camera
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Lidar
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> HBEEIA
Ultrasonic radar
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> EXRTIX
Millimeter wave radar

> GPS/1ts}

GPS/Beidou

» TPMS

> it

Disturbance test

> Szt

Failure test

> BRI

Spoof test

> B

Replay test
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Transmission security

2. ..

5230
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TPMS
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» WiFi

» Bluetooth

» Beidou

» GSM/LTE/5G

> RFID

» NFC
» ETC
» GPS
» TPMS

» PKE
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Device scan/copy/sniff/send

> MNE=/ WA/ =TT

Encryption/Authentication/Integrity
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DoS/channel interference

> EEhY/hllE

Replay/collision
> 1Y 3t /=Bt

Protocol analysis/fuzzing
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