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Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Command and Exfiltration Impact
Development Escalation Access Movement Control
10 techniques 8 techniques 10 techniques 14 techniques 20 techniques 14 techniques 44 techniques 17 techniques 32 techniques 9 techniques 17 techniques 18 techniques 9 techniques 14 techniques
Active Scanning (3) Acquire Access Content Injection Cloud Administration Account Abuse Elevation Abuse Elevation Control Adversary-in-the- n Account Discovery (4 Exploitation of Adversary-in-the- Application Layer Automated Account Access
Command Manipulation (7 Control Mechanism (g Middle (4 Remote Services Middle (4 Protocol (5 Exfiltration (1 Removal
Gather Victim Host Acquire Drive-by Compromise Mechanism (g) Application Window
Information (4 Infrastructure (g Command and BITS Jobs Access Token Brute Force (4) Discovery Internal Archive Collected | Communication Data Transfer Size u Data Destruction (y)
Exploit Public-Facing Scripting Access Token Manipulation (s Spearphishing Data (3) Through Removable | Limits
Gather Victim Identity Compromise Application Interpreter (14 Boot or Logon Manipulation (s Credentials from | Browser Information Media Data Encrypted for
Information (3) Accounts (3 Autostart BITS Jobs Password Discovery Lateral Tool Transfer | Audio Capture Exfiltration Over |Impact
External Remote Container Execution (14) Account Stores (g) Content Injection Alternative
Gather Victim Network Compromise Services Administration Manipulation (7 Build Image on Host Cloud Infrastructure Remote Service | Automated Protocol (3 Data
Information () Infrastructure (g Command Boot or Logon Exploitation for Discovery Session Collection Data Encoding (5 Manipulation (3
Hardware Additions Initialization Boot or Logon Debugger Evasion Credential Access Hijacking (2 Exfiltration Over C2
Gather Victim Org Develop Deploy Container Scripts () Autostart Cloud Service Dashboard Browser Session Data Channel Defacement (3
Information (4) Capabilities (4 n Phishing (4 Execution (14) Deobfuscate/Decode Files or Forced Remote Hijacking Obfuscation (3)
Exploitation for Client Browser Extensions Information Authentication Cloud Service Discovery Services (g) Exfiltration Over Disk Wipe ()
Phishing for Establish Replication Through | Execution Boot or Logon Clipboard Data Dynamic Other Network
Information (4 Accounts (3) Removable Media Compromise Host Initialization Deploy Container Forge Web Cloud Storage Object Replication Through Resolution (3) Medium (1 Endpoint Denial of
Inter-Process Software Binary Scripts (5 Credentials (3 Discovery Removable Media Data from Cloud Service (5
Search Closed Obtain Supply Chain Communication (3) Direct Volume Access Storage Encrypted Exfiltration Over
Sources () Capabilities (7 Compromise (3) Create Account (3 Create or Modify Input Capture 4y | Container and Resource Software Channel (3 Physical Financial Theft
Native API System Process (5) Domain or Tenant Policy Discovery Deployment Tools Data from Medium (7
Search Open Technical Stage Trusted Relationship Create or Modify Modification () Modify Configuration Fallback Channels Firmware Corruption
Databases (g Capabilities () Scheduled System Process (s) Domain or Tenant Authentication Debugger Evasion Taint Shared Repository (5 Exfiltration Over
n Valid Accounts (4 Task/Job (s Policy Execution Guardrails (7 Process (g Content Hide Infrastructure Web Service 4y | Inhibit System
Search Open Event Triggered Modification (3 Device Driver Discovery Data from Recovery
Websites/Domains (3) Serverless Execution Execution (17 Exploitation for Defense Multi-Factor Use Alternate Information Ingress Tool Transfer Scheduled Transfer
Escape to Host Evasion Authentication Domain Trust Discovery Authentication Repositories (s Network Denial of
Search Victim-Owned Shared Modules External Remote Interception Material (4) Multi-Stage Transfer Data to Service (3
Websites Services Event Triggered File and Directory File and Directory Discovery Data from Local Channels Cloud Account
Software Deployment I Execution (17) Permissions Multi-Factor System Resource
Tools Hijack Execution Modification () Authentication Group Policy Discovery Non-Application Hijacking (4)
Flow (13) Exploitation for Request Generation Data from Network  Layer Protocol
System Services (3 Privilege Escalation Hide Artifacts (19 Log Enumeration Shared Drive Service Stop
Implant Internal Network Sniffing Non-Standard Port
User Execution (3) Image Hijack Execution Hijack Execution Flow (13 Network Service Discovery Data from System
Flow (13 OS Credential Removable Media Protocol Tunneling Shutdown/Reboot
Windows Management Modify Impair Defenses (11) Dumping (g) Network Share Discovery
Instrumentation Authentication Process Data Staged (3 n Proxy (4
Process (q) Injection (1) Impersonation Steal Application Network Sniffing
Access Token Email Collection (3) | Remote Access
Office Application Scheduled n Indicator Removal (10) Password Policy Discovery Software
Startup (g) Task/Job (5 Steal or Forge Input Capture (4)
Indirect Command Execution Authentication Peripheral Device Discovery Traffic
Power Settings Valid Accounts (4 Certificates Screen Capture Signaling (7
Masquerading (10) Permission Groups
Pre-0S Boot (5) Steal or Forge Discovery (3 Video Capture Web Service (3
Modify Authentication Kerberos
Scheduled Process (q) Tickets (g) Process Discovery
Task/Job (5)
Modify Cloud Compute Steal Web Session | Query Registry
Server Software Infrastructure (g) Cookie
Component (s Remote System Discovery
Modify Cloud Resource Unsecured
Traffic Signaling (2 Hierarchy I Credentials (g) n Software Discovery (y
Valid Accounts (4 Modify Registry System Information

Discovery

Modify System Image ()

System Location
Network Boundary Discovery (1)
Bridging (1)

System Network
Obfuscated Files or Configuration Discovery (o)
Information (14)

System Network
Plist File Modification Connections Discoverv

ATT&CK Matrix for Enterprise | £%&3K)&: https://attack.mitre.org
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}} A simple model that works for consulting or internal corporate Red Teams.
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> C2lSiEiE

L BBA4S «8010000C MmOV L ,Qwora ptr
44:8BAC24 2001000Cmov rl3d,dword ptr tfrsp+120]
8BBC24 18010000 mov edi,dword ptr ss:[rsp ]

C2 138 post.i.api***tv.cn 2
HEizHl,

post.i.api.«ftv.cn

; <<>> D1G 9.16.1-Ubuntu <<>> post.i.api.

;5 global options: +cmd
;3 Got answer:

BiE

=R=

HEBERIMKKEEHBMSAEE www***tv.en, BOUZEMEMISEK E

mety . CN

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, 1d: 43894
; flags: qr rd ad; QUERY: 1, ANSWER: 5, AUTHORITY: ©, ADDITIONAL: ©
; WARNING: recursion requested but not available

5> QUESTION SECTION:
;post.i.api.

tV.Ch.

;5 ANSWER SECTION:
post.i.api. VL Ch, %)
WWW. tV.Chn. %)
WWW . tv.cn.a.bdydns.com. ©
opencdnv6. jomodns.com. ©
opencdnvé6. jomodns.com. ©

;3 Query time: 540 msec
;3 SERVER: 172.19.96.1#53(172.19.96.1)
55 WHEN: Wed Aug 03 16:38:51 CST 2022
;5 MSG SIZE rcvd: 246

CNAME
CNAME
CNAME
A
A

WWW . tv.cn.

WWW. tv.cn.a.bdydns.com.
opencdnv6. jomodns.com.
36.99.3.35

59.44.25.35

IR T A%TAE) C2 XA EER www**tv.en BIABRIZEEBEME XD,

< C @
]

tv.cn

Domain Fronting: BT K

Domain Hiding: @E3%

i

AN

Domain Borrowing: &
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= -
EIE raIMEZEEE
SRIPHBIEIEEE (CZ88.NET) — X
PS C:\Users\Administrator\Desktop\ceye> .\CEyes.exe
[-+]rjouq fofa c_ior*k is: [ city=Changsha | r IP=>iﬂl11t '~ jﬂ].i.lt:)IPEﬁ r~ gﬂIPﬁﬁ
[+]1pc:116.162.189.0/24 count: 150
[+]ipc:116.162.185.0/24 count: 147 RS - [&EW] oo
[+]ipc:116.162.188.0/24 count: 145 x -
[+]ipc:222.246.138.0/24 count: 132 222.203.174.0 222.203.175.255 | Fa MHh #FM -
[+]ipc:116.162.178.0/24 count: 121 222.203.192.0 222.203.205.255 | 74 g
[+]ipc:175.6.86.0/24 count: 121 222.203.217.0  222.203.217.255 | /9 i
[+]ipc:116.162.180.0/24 count: 112 222. 206. 33.0 222.206.47.255 WFAa EM
[+]ipc:110.53.72.0/24 count: 109 222.206.156.0  222.206.159.255 e EW
[+]ipc:222.246.139.0/24 count: 95 222.206.210.0  222.206.215.255 WUFE E®
[+]ipc:116.162.201.0/24 count: 94 222. 206, 232.0  222. 206. 255. 255 L 3] B
[+]ipc:111.22.131.0/24 count: 86 222.207.50.0 222.207.62.255 %= :ﬁ_ %IJ_]F'J 2 0=
[+]ipc:175.6.52.0/24 count: 78 222.207.70.0 222.201.71.230 & ﬁ B
[+]ipc:42.48.86.0/24 count: 56 222.207.88.0  222.207.127.255 =@lm K
[+]ipc:116.162.187.0/24 count: 50 222.242.170.30 222.242.170.35 Jg ,ﬁ ’N‘[}'m[_@ﬁ% //_Uﬂ;g'éﬂ
[+]ipc:175.6.49.0/24 count: 45 222.242.170. 70 222.242.170.75 ; Eﬁ il 4 FRZVE Y
[+]ipc:116.162.19.0/24 count: 44 223.2.184.0 223. 2. 191. 255 ’Iﬂﬁ oM ;g i
[+]ipc:116.162.15.0/24 count: 39 223.2.232.0 223.2.239.255 1A m 2E M
[+]ipc:119.39.120.0/24 count: 38 223.128.176.0  223.128. 255. 255 HI|E| Z0EF M
223.129.128.0  223.129. 253. 255 k3 = W
; (- " ; .
InEiE: https://github.com/SiJiDo/Ceyes WREEICRSH: 53055 [LACCR: 1453 v
< >
AP | TELEFHR | =§ R B
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(host="xxx.com" || domain="xxx.com"|| icon hash="xxx" || cert="xxx.com" || cname domain="xxx.com" ||
header="xxx.com") && country="CN" && region!="HK" && region!="TW" &8 Is domain=true
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Enter your search query here:

china wuhan

Try one of these examples:

Russian hosts running RDP or FTP 72
Services in Brazil with the html title "Index of [* 7

Translate a Legacy Censys Query:

80.http.get.headers.server: squid 7

443.https.get.body: "kubernetes" 7

Translate a Shodan, ZoomEye, BinaryEdge, or other query:

os:Windows port:2077 ~

text:'PRTG Network Monitor' AND port:80,443 ~

Generated Censys Query:

location.country: "China" and location.city: "Wuhan"

CenSUS Q Hosts v & location.country: "China" and location.city: "Wuhan"
i= Results
Host Filters Hosts
Results: 280,290 Time: 0.18s
Labels:

72.80K remote-access

39.78K network-administration
27.00K file-sharing

15.54K login-page

12.23K jquery

& More

Autonomous System:

185.56K CHINANET-BACKBONE
No.31,Jin-rong Street
39.64K CHINA169-BACKBONE
CHINA UNICOM
China169 Backbone
34.57K CHINATELECOM-
HUBEI-IDC CHINANET

Hubei province network
8,985 CHINANET-HUBEI-
SHIYAN-IDC China

Telecom
7,010 CHINANET-HUBEI-
JIANGXIA-IDC Hubei
Jiangxia IDC
& More
Location:

280.29K China
Service Filters

Service Names:

585.91K HTTP
126.76K UNKNOWN

¥ 202.110.160.253

CHINANET-BACKBONE No.31,Jin-rong Street (4134) Hubei, China
40025/HTTP 500/IKE

(- 58.49.156.34
CHINATELECOM-HUBEI-IDC CHINANET Hubei province network (58563)

80/HTTP 81/HTTP 82/HTTP
443/HTTP 806/HTTP 808/HTTP
2003/HTTP 2443/HTTP 3000/HTTP
4432/HTTP 4433/HTTP 4443/HTTP
6080/HTTP 6443/HTTP 7001/HTTP

As well as 57 more

L 122.188.143.143
CHINA169-BACKBONE CHINA UNICOM China169 Backbone (4837)

file-sharing

21/FTP

d 59.172.243.49
CHINANET-BACKBONE No.31,Jin-rong Street (4134)

file-sharing

21/FTP

Hubei, China

<4 111.180.190.195

Microsoft Windows

CHINANET-HUBEI-SHIYAN-IDC China Telecom (148981)

Hubei, China
83/HTTP
809/HTTP
4003/HTTP
5000/HTTP
7272/HTTP

Hubei, China

(Iogin-page) (jquery) (nette-framework) (remote-access) (network-administration) (database)

Hubei, China

C

104.92.144.56 - Explore - Cer X -+

@ search.censys.io/hosts/104.92.144.56/explore

censys Q Hosts v | % | 104.92.144.56
104.92.144.56
&J Summary O History [ WHOIS {4 Explore

() (#) [&)

© O

) (@]

104.92.144.56

>

To get started, click and hold on a node to open the pivot menu.
Note: Each new pivot counts toward your search query quota.

Available Pivots

5a07...bc92
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%& Raw Data~v
Key Host Certificate @ Domain Name
*
.tesla.com

tesla.com
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& c

F {EEZLR ip="104.92.144.56

X

+

@ fofa.info/result?gbase64=axXA9lJEWNC45MidxNDQUNTYVM]Qi

ip="104.92.144.56/24"

>» BE &

104.92.144.212 =

¢ Akamai

Invalid URL
104.92.144.212

Bl B / Ibaraki
ASN: 16625

#H47: AKAMAI-AS
2023-11-11

AkamaiGHost

A @

999+
POT...

G
b
r3

a

HIZIP ), 72ms, XEBTER.

I.Inn'l—ua

S MEFRMEZEEL | ZoomEye B

cidr:"98.97.111.45/24"

BRER

cidr:"98.97.111.45/24"

98.97.111.45 Beanner

123/ntp/UDP

Monitor

s SHODAN Explore Downloads

52

Pricing 2

2024 OWASPHEIZ 215 IPIE
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het:98.97.111.45/24 |n

a9 View Report & Download Results kil Historical Trend [0 View on Map

Access Granted: Want to get more out of your existing Shodan account? Check out everything you have access to.

IIS Windows Server [/

receive time stamp: 2023-11-13T09:28:21

raw data: \x1A\x02

ly

\XF2\x00\x00\x14\xC6\x00\x00\x0B\xA8\xCO\\Xx06\ X 1IE\XE8\XFCe\xF7\xC4-

SpaceX Services, Inc.

AS14593

98.97.111.206 Banner

500/IKEV2/UDP
Flags: 0x00

Ly

Initiator SPI: ©0011223344556677
version: 1.0
Authentication: false

SnaceX Services Ine

Exchange Type: Identity protection (Main Mode) (2)

s g 98.97.111.218 & SSL Certificate HTTP/1.1 20@ 0K
’it.:wséctmcr.dnvrcnm pop.starlinkis Issued By: Content-Type: text/html
80 8 SpaceX Senvices, nc: |- Common Name: Last-Modified: Mon, 22 Oct 2018 17:17:09 GMT
B Uriited Siates. D SKIDATA Certificate Authority Accept-Ranges: bytes
500 3 P s RigleR L enver ETag: "2f5e55102b6ad41:0"
|- Organization: . ) Ft-11S/10.0
8080 3 SKIDATARG Server: Microsoft-IIS/10.
X-Powered-By: ASP.NET
554 2 Issued To: Date: Mon, 13 Nov 2023 06:46:28 GMT
|- Common Name: Content-Length: 703
More... SkiDataServer.workgroup
|- Organization:
SKIDATA Inc.
. ) ' Supported SSL Versions:
SonicWall 7 uep '
TLSv1, TLSv1.1, TLSv1.2
nginx 3
OpenSSH 2
k 98.97.111.98
Apache httpd 1 customer.dnvrcox1.pop.starlinkis RTSP/1.0 401 Unauthorized
2’”01 a9 i CSeq: 1
SpaceX Services, Inc. . X
Apple remote desktop vnc 1 . = WWW-Authenticate: Digest realm="e4f14c59cl1d4",nonce="1667904619", stale="FALSE"
= Urited Sates. Denver WwwW-Authenticate: Basic realm="e4f14c59c1d4"
More...
MiEHE
BIEE
BREE °
W& 84 v
ipv4ig & 84
ipv6iRE 0
2022 11
2021
B
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www . Zhixue.com & &

www . fiyun.cn & 4

YR LIESRETA

www.iflyrec.com & 4

'y E&100

www . koukao.cn & 2
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www.gjzyk.ocn &

T B

www.ihou.com &1

TS

www.changyan.com &1

FaRNNAER

Y BRI TSRERAE]

www . sunfel.cn & 6

L

www.isaydth.com & 4

- BEwnE

www.diyring.cc & 3

T BENENE

www.changyan.cn & 2

EEEM

www.pelyinge.com &1

T EbAR

www.aldg.cc &1

W BARTSERGAERA M

WAL YLUYIRL T

[y HREEENRAMLS

Www.cltt.org & 6

www. iflytek.com & 4

BAR SHERS

www.tangdaoya.com & 2

. BRmmItEEEAETS

www . zhybedu.cn &1

' www.voiceads.cn 1

1 BARTSAIRER

wiww aldaxue.com &1

HAATHEmETS

WWW . ZY[yyur.com
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SHIIH T HMEZ2Hn

A

component-website-item href
http://www.zhixue.com/
http://www.xunfei.cn/
http://www.cltt.org/

http:/ /www.xfyun.cn/
http://www.isay365.com/
http://www.iflytek.com/
http://www.iflyrec.com/
http://www.diyring.cc/
http://www.tangdaoya.com/
http://www.koukao.cn/
http://www.changyan.cn/

|http: / /www.zhybedu.cn/

http://www.qjzyk.cn/

http:/ /www.peivinge.com/
http://www.voiceads.cn/
http://www.ihou.com/
http://www.aidg.cc/

http:/ /www.aidaxue.com/
http://www.changyan.com/

http:/ /www.yuyin.tv/
http://www.zyjyyun.com/

http:/ /www.xfyousheng.com/

http:/ /www.xftrans.cn/

http:/ /www.kuyinyun.com/

http:/ /www.kuyin123.com/
http://www.openspeech.cn/

http:/ /www.tingshuo51.com/

http:/ /www.gyxx365.com/
http://www.jicaibao.com/
http://www.iyuji.cn/

http:/ /www.aifuwus.com/
http://www.adsring.cn/
http://www.91qycl.com/
http://www.zhixue.cn/
http://www.xn--pssz37edimznm.xn--fiqs8s/
http://www.xn--pssz37edimznm.com/
http://www.xn--czt85lg3d206e.com/
http://www.xunfeitrans.com/
http://www.xunfeidubao.com/
http://www.xunfeia.com/

http:/ /www.xn--pssz37edimznm.xn--fiqs8s/
http://www.xn--pssz37edimznm.com/
http://www.xfzyzl.com/

http:/ /www.xfycjy.com/
http://www.xftransa.com/
http://www.xfliusheng.com/
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wangfang RAPFEFREMTAVO0.21(RFHBHHE) by:ABC_123
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wangf
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noMFA login
(EEHEE

XXX......

RS iEiR &I

Beacon 211.149.154.114@18256 X ‘

BHEEX

peacon> shell ipconfig
Tasked beacon to run: ipconfig
[+] host called home, sent: 39 bytes

[+] received output

indows IP ElT

AKPHERLES LAKP]:

EEEM ons /RS . . . . . L L
Towe BE < = =« 55395 3% & 5 @ w0

Q0 index.js

import { Block } from '@tarojs/components’
o import React from 'react’
. babel.config.js import Taro from '@tarojs/taro'
¥ [ config import withWeapp from '@tarojs/with-weapp'
a dev.js import CuCustom from '../../colorui/components/cu-custom'
i import About from '../tabbars/about/about’
B index.js import Home from '../tabbars/home/home"
rod.j
B prodis @withWeapp ({

Bi package.json N, - - - - - - - - . -
E pruject_config_jscn Pagecur= e« © « = = = o« = o ¢ 192.168.154.114

; . }, ik e e e s ¥ SB5.I55.0.0
Bi sitemap43.json onShow: function() {

B src Taro.setNavigationBarTitle({
B app.config.js }]tl'ﬂt‘: HBitHS

B app.is 8 -~
. app.scss onShareAppMessage: function
t {
> B colorui ret;l_:r{e;
"FiR/BR/RE/ HARRARASLE, HEREFAN—MNIR, BELSE. ',
path: '/pages/index/index"

732BBE9A-2915-40EE-ACAT-EB30E95ESCFA} :

.......... : WIEERTHHER

> Il images 1B4D5061-1858-4C74-9310-C57E664A1629} :

B index.html
¥ I pages }
' })
2
.- SO class _C extends React.Component {
W age render() {
B date return <Home></Home>

}
Bl day }

B house
BB index
B index.confi
B index.js
B loan
B ptax
> B rate

export default _C

ATA:", end.deatil.value),"superior" === end.detail.value.username & " x! 1" === end.detail.value.passwc

TELE: https://github.com/ezshine/wxapkg-convertor/releases

B M ARIRINEEH -
XxxByXXXId
xxxByUsername
xxxbyphone
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< echo "https://tesla.com" | ./waybackurls | ./httpx -silent -timeout 2 -sc -mc 200,302 -title -threads 100

https://ir.tesla.com/events [302] []

https://service.tesla.com/docs/ModelY/ServiceManual/en-us/ [200] []
https://ir.tesla.com/news-releases/news-release-details/tesla-g3-2018-vehicle-production-and-deliveries [302] []
https://ir.tesla.com/news-releases/news-release-details/eric-branderiz-join-tesla-vice-president-corporate-controller [302] []
https://service.tesla.com/docs/BodyRepair/Body Repair Procedures/Model Y SP/HTML/en-us/GUID-F8F6D8A1-45E9-4E90-900C-87CA735B6B92...3/5Area [200] []
https://service.tesla.com/docs/Public/diy/index-model-x-2015.html [200] [2015-2020 Model X Do It Yourself Guide]
https://ir.tesla.com/news-releases/news-release-details/tesla-g4-2018-vehicle-production-deliveries-also-announcing-2000 [302] []
https://service.tesla.com/docs/BodyRepair/Body Repair_ Procedures/Model Y SP/HTML/en-us/GUID-A6270F06-9BE3-4F54-9E79-C459671E1487 .html [200] []
https://service.tesla.com/docs/BodyRepair/Body Repair_ Procedures/Model Y SP/HTML/en-us/GUID-F8F6D8A1-45E9-4E90-900C-87CA735B6B92...1/5Cast [200] []
https://cx-api-apac.tesla.com/ [200] []

https://accounts.tesla.com/ next/static/chunks/pages/oauth2/callback-ed42c7bcd74ec88b7.js [200] []

https://accounts.tesla.com/ next/static/chunks/polyfills-c67a/75d1b6f99dc8.js [200] []

https://accounts.tesla.com/ next/static/chunks/framework-3671d8951bf44ede.js [200] []

https://accounts.tesla.com/favicon.ico [200] T[]

https://accounts.tesla.com/ next/static/ERLs9sgiHr3PeYniJL17v/ buildManifest.js [200] []

https://accounts.tesla.com/ next/static/chunks/2256-f2617942242c99c4.js [200] []

https://accounts.tesla.com/oauth2/callback?code=NA 3682dc9339a3d93fc8afd2d305781c58bc9fa389 [200] [Account Settings | Tesla]
https://accounts.tesla.com/oauth2/auth- 10g1n7red1rect url path=https%3A%2F%2Fauth.tesla.com%2Foauth2%2Fv1%2Fauthorize%3Fresponse type%3Dcode%26client id%3Da
ccountskl26redirect uri%3Dhttps%3A%2F%2Faccounts.tesla.com®%2Foauth2%2Fcallback%26scope%3Doffline access%2Buser%2Bprofile%2Bou code%2Bemail%26locale%3Den-US&c
allback url path=https%3A%2F%2Faccounts.tesla.com®%2F%2Faccount-settings%2Fpersonal-information [200] [Account Settings | Tesla]
https://auth.tesla.com/fqZZV/FS/8x/UF6p/2jJINrzk/iJ1QzS6cXGS5/dDswFj8m/Uwg/hTWFVLz0O [200] []

https://auth.tesla.com/ _assets/modules/user-email-change/user-email-change.2980f438.js [200] []
https://auth.tesla.com/oauth2/vl/authorize?client id=accounts&redirect uri=https%3A%2F%2Faccounts.tesla.comk2Foauth2%2Fcallback&response type=code&scope=off
line_access+user+profile+ou _code+email [200] [Tesla SSO - Sign In]
https://auth.tesla.com/oauth2/vl/authorize?client id=teslaservice-prd&response_ type=code&redirect uri=https://service.tesla.com/auth/callback&scope=openid%2
Oemail%20profile%20employee%20offline access&state=4241e38d-6366-8d94-7c9f-f4d06c485e70&locale=en-US [200] [Tesla SSO - Sign In]
https://auth.tesla.com/oauth2/vl/authorize?post _enrollment redirect uri&login hint&locale=en-US&audience=https%3A%2F%2Fmfa.tesla.com%2F&redirect uri=https%3
A%2F%2Fmfa.tesla.comb2Flogin%2Fcallback&client id=mfaportal&response type=code&scope=openid+email&code challenge=ugelF0cJzVQ7_ S O0JvViWcuFVjpQGVYXxTGY8GN3Y710
&code _challenge method=5S256&state=e9Kdy3b3CmILxQ9bQzGDFycDwaHOWr Iu&prompt=1login [302] []
https://auth.tesla.com/oauth2/vl/authorize?client id=teslaservice-prd&response_ type=code&redirect uri=https://service.tesla.com/auth/callback&scope=openid%2
Oemail%20profile%20employee%20offline access&state=6efc4183-al5b-103b-3950-955e059e5734&locale=en-US [200] [Tesla SSO - Sign In]
https://cyberbeer.tesla.com/app-ads.txt [302] []

https://developer.tesla.com/docs/images/navbar-cad8cdch.png [200] []

https://developer.tesla.com/docs/fonts/slate-e55b8307.svg?-syvldm [200] []
https://developer.tesla.com/oauth2/auth-login?redirect url path=https%3A%2F%2Fauth.tesla.com%2Foauth2%2Fv1%2Fauthorize%3Fresponse type%3Dcode%26client 1d%3D
37771985b5df-4688-8e19-24b05c3a6e05%26redirect uri%3Dhttps%253A%252F%252Fdeveloper.tesla.com%252Foauth2%252Fcallback%26scope%3Doffline access%2Buser%2Bprofi
le%2Bou_code%2Bemail%26prompt%3Dlogin%26locale%3Den-US&callback url path=https%3A%2F%2Fdeveloper.tesla.com%2Fen US%2Fcore%2Fthemes%2Fstable%2Fimages%2Fcore%
2Ficons%2F73b355%2Fcheck.svg [200] [Tesla | Developer]
https://developer.tesla.com/oauth2/auth-login?redirect _url path=https%3A%2F%2Fauth.tesla.com%2Foauth2%2Fv1%2Fauthorize%3Fresponse type%3Dcode%26client 1d%3D
37771985b5df-4688-8e19-24b05c3a6e05%26redirect uri%3Dhttps%253A%252F%252Fdeveloper.tesla.com%252Foauth2%252Fcallback%26scope%3Doffline access%2Buser%2Bprofi
le%2Bou_code%2Bemail%26prompt%3Dlogin%26locale%3Den-US&callback url path=https%3A%2F%2Fdeveloper.tesla.com%b2Fen US%2Frobots.txt [200] [Tesla | Developer]

echo "https://tesla.com” | ./waybackurls | ./httpx -silent -timeout 2 -sc -mc 200,302 -title -threads 100 | ./gf redirect | ./anew
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