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The OWASP Risk Rating Methodology

OWASP B PFR 58

Discovering vulnerabilities is important, but just as important is being able to
estimate the associated risk to the business. Early in the lifecycle, you may identify
security concerns in the architecture or design by using threat modeling. Later, you
may find security issues using code review or penetration testing. Or you may not
discover a problem until the application is in production and is actually compromised.

ZNRAREE, B IPEN L FHERWREEHFEER, R £ HHNF
B, AR AR T R X B E AR ER R Z 20 A, BE, wiFfRa®id
REFERSZNALIANZ LA, CFELAAFEHRAERIHT F LI,

By following the approach here, you'll be able to estimate the severity of all of
these risks to your business, and make an informed decision about what to do about
them. Having a system in place for rating risks will save time and eliminate arguing
about priorities. This system will help to ensure that you don't get distracted by minor
risks while ignoring more serious risks that are less well understood.

WX BRI, ARG TERT L S5A XN 8 ™ EE, ATHA
BHREWTNAN . FF—ERERIFRAS, TETLHH, mWEEHERMLE
RIFHI G ARG LR A 2 B A — /N9 ZUT A mg A & 1 5 B AR A0 B ™
EHANR

Ideally, there would be a universal risk rating system that would accurately
estimate all risks for all organizations. But a vulnerability that is critical to one
organization may not be very important to another.

BRNELZRT BRI TFR RS, % EwmT A AR k.
BE—RE, SELEELERRRAHE, TEMEUTRRAIALEE, .

So a basic framework is presented here that you should customize for your
organization. The authors have tried hard to make this model simple enough to use,
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while keeping enough detail for accurate risk estimates to be made. Please reference
the section below on customization for more information about tailoring the model for
use in your organization.

FroAF AT g — A R A B R, DUER A H R4 % 2ol o MER
BHRAMER, WRARET 5K IFEEA AKX RS L E T E S
TEFURRESLFE AT A EREREH o ER

Approach

There are many different approaches to risk analysis. See the reference section
below for some of the most common ones. The OWASP approach presented here is
based on these standard methodologies and is customized for application security.
Let's start with the standard risk model:

R M7 iE ARG, WERE—TEFETRT MRERANALT %, K
XA-ZBH) OWASP 77 ik 2 & T U T X AL, N AR &&= 8. ik HATAATE
AR R

Risk = Likelihood * Impact R [&="7 & M * & v

In the sections below, we break down the factors that make up "likelihood" and
"impact"” for application security and show how to combine them to determine the
overall severity for the risk.

TEAT T, BAL X A LR R 722 T e Rl &, st EET
W EEerk, URRRENERTEEE.

e #Step 1: Identifying a Risk

o FH—: #HEN KA

o #Step 2: Factors for Estimating Likelihood
o FB_: WHETHENER

o #Step 3: Factors for Estimating Impact

o FH=. MHEEMHEERE

o #Step 4: Determining Severity of the Risk
o FRIN: HENGHTERE

e #Step 5: Deciding What to Fix

e FEBIH: REBEAAL

e #Step 6: Customizing Your Risk Rating Model
RS AR R T R AR A
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Step 1: Identifying a Risk

FR—: AN KA

The first step is to identify a security risk that needs to be rated.You'll need to
gather information about the threat agent involved, the attack they're using, the
vulnerability involved, and the impact of a successful exploit on your business. There
may be multiple possible groups of attackers, or even multiple possible business
impacts. In general, it's best to err on the side of caution by using the worst-case
option, as that will result in the highest overall risk.

F—IRARFEINEHZ2 NG, FREREY REANREH. IGmE. A
RRiRE AL & #ve h B E R . WIFFAESASE, RIFXLEHFE S HEHE. &
B, R R EZ VR A RS 4 R AR ILE ks T KT~ £ 8 R
R

Step 2: Factors for Estimating Likelihood

SH . HMETRENER

Once you've identified a potential risk, and want to figure out how serious it is, the
first step is to estimate the "likelihood". At the highest level, this is a rough measure
of how likely this particular vulnerability is to be uncovered and exploited by an
attacker. We do not need to be over-precise in this estimate. Generally, identifying
whether the likelihood is low, medium, or high is sufficient.

—BfmE T BERNR, AREEZNRE LT E, HLE PR ITFHEECRE
BT REME . TR EAA T, K AW REME R RS AR R A R
st g, RINERTEFTAL T, BF, AEATRESZTERK. PHF
R T

There are a number of factors that can help us figure this out. The first set of factors
are related to the threat agent involved. The goal is to estimate the likelihood of a
successful attack from a group of possible attackers. Note that there may be multiple
threat agents that can exploit a particular vulnerability, so it's usually best to use the
worst-case scenario.

AREZEARTURB BN MR ENTRERE". F-RBERAZTHEREE
R—F W ERE G — AR RGN AR K G IEW T i B THRAZ A
Hilr A B — A R RE RS, B E R A .

Drafted by Roy 2/14/2012  Revised 2" by McFord  9.6.2011 OWASP H[H http://www.owasp.org.cn



For example, an insider may be a much more likely attacker than an anonymous
outsider - but it depends on a number of factors. Note that each factor has a set of
options, and each option has a likelihood rating from 0 to 9 associated with it. We'll
use these numbers later to estimate the overall likelihood.

EHIRW, NEARTREAHRRIRETRARARTE —XBRT S HE
. BMHERHAF-RFET, FNRTHA “RAENTRE". RATEH 0-9
B T e B R RE A

Threat Agent Factors

B & AR

The first set of factors are related to the threat agent involved. The goal here is to
estimate the likelihood of a successful attack by this group of threat agents.

F—RERNARR AR EH, ATE B E AR AT B8 R BE W g bk
Use the worst-case threat agent.{£ 7 i F 46 R ik p Tk &% &

Skill level # & A-F
How technically skilled is this group of threat agents?
AN AT 2
No technical skills (1), ~E&#H (1
some technical skills (3), E& % & (3,
advanced computer user (4), & & ITENEHFH (4)
network and programming skills (6), B & W& % Za 7 (6) ,
security penetration skills (9) E &% & &7 (9
Motive 4L
How motivated is this group of threat agents to find and exploit this
vulnerability?
W& R IAF| R IRIE B A BT A2
Low or no reward (1), ks H# ZE#H (1) ,
possible reward (4), = gE74 & E R (4)
high reward (9), R&E#HER (9) ,
Opportunity A% ff Fz g A<
What resources and opportunity are required for this group of threat agents to
find and exploit this vulnerability?
IR TR A F| R A IR A Rk AR A L 2
full access or expensive resources required (0), 5 2 17 5] AR B¢ & & By Ak A<
o,
special access or resources required (4), 4F = 7 PR BB FH KA (4)
some access or resources required (7), #5417 |5 AR 8 — #L i AR (7))
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no access or resources required (9) &% 7 A A PR 8 & %A A A (9)
Size A R K,

How large is this group of threat agents?

I BN A R T2

Developers (2), Fr 4% (2),

system administrators (2), FZEE 7 (2),

intranet users (4), WA F (4),

partners (5), &Pk A

authenticated users (6), A iE Al 7

anonymous Internet users (9) [ 4 & B W J ~

Vulnerability Factors

The next set of factors are related to the vulnerability involved. The goal here is to
estimate the likelihood of the particular vulnerability involved being discovered and
exploited. Assume the threat agent selected above.

55 Z A R EY I F R IR IR AR SR T B B AT A T AT R B IRIR A A A A A
MR, BEXTH AEMEER L.

Ease of discovery % I % £ &
How easy is it for this group of threat agents to discover this vulnerability?
W5 E R I XA IRF A Z R AT ?
Practically impossible (1), JL-F & (1),
difficult (3), A (3),
easy (7), 2% (1),
automated tools available (9) ¥ L& F B st T A (9)
Ease of exploit #| f # % 2 &
How easy is it for this group of threat agents to actually exploit this
vulnerability?
T 5 5 R A i X A IR R o e 2 AR Am e 2
Theoretical (1), JL-FA g (1),
difficult (3), E % (3)
easy (5), &% (1),
automated tools available (9) ¥ LL{# F Bzt T A (9)
Awareness %1% &
How well known is this vulnerability to this group of threat agents?
RREREHE T HFENMRE
Unknown (1), &## (1)
hidden (4), A IR#EH (4,
obvious (6), W& EZEFH (6) ,
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public knowledge (9) #x A7 & 418 (9)
Intrusion detection A\ 2 # I
How likely is an exploit to be detected?
TR AR gt A 2
Active detection in application (1), AR FEH LI (D ,
logged and reviewed (3), H&XitxA&FEFZ (3) ,
logged without review (8), HEit % (8) ,
not logged (9) % & HE (9

Step 3: Factors for Estimating Impact

SHR=. HMEZRHER

When considering the impact of a successful attack, it's important to realize that
there are two kinds of impacts. The first is the "technical impact"” on the application,
the data it uses, and the functions it provides. The other is the "business impact™” on
the business and company operating the application.

LEERARGHT A, AREZRAFTREDH. F— ﬁf)ﬂ?’t%)?
FRRE BT B B4R DA BB B R R S RE B R B 7 — ﬁﬂlﬁiké?ii
Sy Fu i B T R X I & LR BNk B R

Ultimately, the business impact is more important. However, you may not have
access to all the information required to figure out the business consequences of a
successful exploit. In this case, providing as much detail about the technical risk will
enable the appropriate business representative to make a decision about the business
risk. Again, each factor has a set of options, and each option has an impact rating
from 0 to 9 associated with it. We'll use these numbers later to estimate the overall
impact.

BERER, VHUDHEAER. AW, RARLEREFFRERE &2k
FWEHER AZMHELT, MELLHFRERERSFANIARNRE L,
md FRERRERRLFRE. &5, FIMEEFREFNIEEFR — R ET,

B LT TR LA 0 R 9, HATH AKX LE T IF M LRI,

Technical Impact Factors

BAREWMER

Technical impact can be broken down into factors aligned with the traditional
security areas of concern: confidentiality, integrity, availability, and accountability.

Drafted by Roy 2/14/2012  Revised 2" by McFord  9.6.2011 OWASP H[H http://www.owasp.org.cn



The goal is to estimate the magnitude of the impact on the system if the vulnerability
were to be exploited.

HARHE L MHERARFMEGHZLE BE—%, IREE, 8%, 7
R B, BARET & REB A B &R S8 ey A

Loss of confidentiality i % % 55 14
How much data could be disclosed and how sensitive is it?
HEDERMME, GREREEWMT?
Minimal non-sensitive data disclosed (2),
LEFRREEEME (2,
minimal critical data disclosed (6),
L EXREHEHME (6,
extensive non-sensitive data disclosed (6),
RETHRERBEME (6)
extensive critical data disclosed (7),
AREBREEHEME (T,
all data disclosed (9)
P #E %% (9

Loss of integrity 7 4 72 # M
How much data could be corrupted and how damaged is it?
H % DHEFRHIN, BAWEE w?
Minimal slightly corrupt data (1) ,
b ERMBBEHIT (D,
minimal seriously corrupt data (3),
DEFEHHEHA (3,
extensive slightly corrupt data (5),
RERBHEEHA (5) ,
extensive seriously corrupt data (7),
RESEHHEHA (T,
all data totally corrupt (9)
8 #48 E 2 MR IE (9

Loss of availability 7 % = F £
How much service could be lost and how vital is it?
% VG, EERE WM
Minimal secondary services interrupted (1),
bEZ SRS T (D,
minimal primary services interrupted (5),
LEEERS T (5,
extensive secondary services interrupted (5),
KEZLERSE+iHr (5,
extensive primary services interrupted (7),
AKEZERSFHT (D,

all services completely lost (9)
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RS T (9
Loss of accountability 1 % J&] 3% 14
Avre the threat agents' actions traceable to an individual?
W H AT =T EEIANA?
Fully traceable (1), T2 & # (1) ,
possibly traceable (7), F &£ ¥ & # (7) ,
completely anonymous (9) 742 E 4 (9)

Business Impact Factors

W SRR R

The business impact stems from the technical impact, but requires a deep
understanding of what is important to the company running the application. In general,
you should be aiming to support your risks with business impact, particularly if your
audience is executive level. The business risk is what justifies investment in fixing
security problems.

W HFERET AT, EEFEA - SERSTRAAMARRT L2EE, &
¥, WEEA LGS AT EFRRE NG, A EERE N5 HRATERE.
b g5 R 2 B AR k2 1P AR BN PR o

Many companies have an asset classification guide and/or a business impact
reference to help formalize what is important to their business. These standards can
help you focus on what's truly important for security. If these aren't available, then
talk with people who understand the business to get their take on what's important.
The factors below are common areas for many businesses, but this area is even more
unique to a company than the factors related to threat agent, vulnerability, and
technical impact.

HERNBAHEF R RGN HE L FDNEERBY RN 22 NEARERN,
REFEREBNEIAREANAETEENZLFS Lk, WREFREE, A4
TERNVHIAEHE, AEEFREH 2ZEEN UTHEHEEZR S W HHAH,
ERE&#. WEAMBRAZHAEAAL, KPR LEZLERE—H.

Financial damage 447 %
How much financial damage will result from an exploit?
E—RIRAHFNANESHE, W E5REBER a2
Less than the cost to fix the vulnerability (1),
SFBERE (D,
minor effect on annual profit (3),
X FER RN (3)
significant effect on annual profit (7),
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MERERFZE (1),
bankruptcy (9)
W (9
Reputation damage 7 % #i %
Would an exploit result in reputation damage that would harm the business?
TR A 2 D 23 lk 438 kB A A ?
Minimal damage (1),
BB HRE (D,
Loss of major accounts (4),
MAEEEF (b,
loss of goodwill (5),
mEk &R R = (5,
brand damage 9)
KEmE (D
Non-compliance 7 4&#,
How much exposure does non-compliance introduce?
EEABE LT BT 2 FERME?
Minor violation (2), R/NeyiE R (2)
clear violation (5), AR % K (5) ,
high profile violation (7) ™ E &% K (7)
Privacy violation 12 04 A
How much personally identifiable information could be disclosed?
ZONANRRE R E?
One individual (3), — ™A (3) ,
hundreds of people (5), B4 A (5) ,
thousands of people (7), T4 A (7D ,
millions of people (9) & 7 A (9)

Step 4: Determining the Severity of the Risk

SBRN: B X ™ B

In this step we're going to put together the likelihood estimate and the impact
estimate to calculate an overall severity for this risk. All you need to do here is figure
out whether the likelihood is LOW, MEDIUM, or HIGH and then do the same for
impact. We'll just split our 0 to 9 scale into three parts.

Ei; &, BATHET PRt R E—&, TERNRNEKRTER
o MEEMNEAF A RENK. PHERT, PHELLEM. RIMIELO
EIJ 9 W% B A =¥

Likelihood and Impact Levels
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0to <3 LOW
3to<6 MEDIUM

609 |EICHINN

] BE PR I AR T
0to <3 (S
3to0 <6 i

609 |

Informal Method FEIER 5%

In many environments, there is nothing wrong with "eyeballing" the factors and
simply capturing the answers. You should think through the factors and identify the
key "driving" factors that are controlling the result. You may discover that your initial
impression was wrong by considering aspects of the risk that weren't obvious.

ERZERT, BMNEHEE, EERIAEZCRAH 2#E. RFEF REM
HAEA#HINTERAZ A RRER. EELETRLHAR AR, IR a8 2
R EEW,

Repeatable Method W] E £ ¥ FH K 5%

If you need to defend your ratings or make them repeatable, then you may want to
go through a more formal process of rating the factors and calculating the result.
Remember that there is quite a lot of uncertainty in these estimates, and that these
factors are intended to help you arrive at a sensible result. This process can be
supported by automated tools to make the calculation easier.

WRFEUFRENEFETUERFEA, AT ERT A EpEX
HEFEMERTHRE. FFIC, EXETES, ARETHZE, TEHREK
EATHAMBER AN BNER . X NRET UH B TEF > FF, &I

The first step is to select one of the options associated with each factor and enter

the associated number in the table. Then you simply take the average of the scores to
calculate the overall likelihood. For example:
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F—IRABEFIHERMRNET, FERFRAXRBRNRT. K5, RF
KB - BCF AT B RARE T R Bl

Threat agent factors Vulnerability factors
Skill Motive |Opportunity | Size I_Ease of | Base qf Awareness Intrus!on
level discovery | exploit detection
5 2 7 1 3 6 9 2

Overall likelihood=4.375 (MEDIUM)

Wi EEE RIAEZ

BARK | L[ E | R P
ORI TR S R AT T
5 2 7 1 3 6 9 2

ST REPE=4.375 ()

Next, we need to figure out the overall impact. The process is similar here. In many
cases the answer will be obvious, but you can make an estimate based on the factors,
or you can average the scores for each of the factors. Again, less than 3 is LOW, 3 to
less than 6 is MEDIUM, and 6 to 9 is HIGH. For example:

BETR, FERBERDH, TEREMEN. £FLERLT, EXZEMZ L
o, ERTURBNERRET, @TUFAEI MERNRL. A, T3
AR, BETE6F%, R6E9HF, Fli:

Technical Impact Business Impact
Loss of Loss Lossof | Lossof ||Financi |Reputati . Privac
. 0 - . Non-complia | vy
confidential |. . |availabili |accountabil al on T
it integri ¢ , damade | damage nce violati
y ty y y g g on
9 7 5 8 1 2 1 5
Overall technical impact=7.25 (HIGH) Overall business impact=2.25 (LOW)
FARF NS:8-201
ik

L dSRTE BURTT | BRI | WS | R
R e ho | : AEM | RIKA
WP REE B gk %

9 7 5 8 1 2 1 5
BARH AR M=7.25 (557) AR 5552 =2.25 (1K)
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Determining Severity

M B

However we arrived at the likelihood and impact estimates, we can now combine
them to get a final severity rating for this risk. Note that if you have good business
impact information, you should use that instead of the technical impact information.
But if you have no information about the business, then technical impact is the next
best thing.

Tw A RMNEEAR T WE R £ B e fie kP, AAERSE 6%
PMERERKERNRERT . HER, RN A A RNV FEZHNEL, REZE
mk%%m%h%ﬁfzﬁﬁ%mmﬁéo@ﬁ%m&ﬁk%gﬁﬁﬁm,%/
AN ZERT T IFthRFHEE.

Overall Risk Severity

HIGH Medium  [IEIGRIN  critical
MEDIUM Low Medium  [EIGR

Impact :
LOW Note Low Medium
LOW MEDIUM HIGH
Likelihood
A X ) P B
g0 [ e
g T W
K EE | K H
{1is H =
Al BE

In the example above, the likelihood is MEDIUM, and the technical impact is
HIGH, so from a purely technical perspective, it appears that the overall severity is
HIGH. However, note that the business impact is actually LOW, so the overall
severity is best described as LOW as well. This is why understanding the business
context of the vulnerabilities you are evaluating is so critical to making good risk
decisions. Failure to understand this context can lead to the lack of trust between the
business and security teams that is present in many organizations.
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ELEplT, TRERTFN, EAPHES, TUNEERNWAZXE,
MFEERTEREAE. 7, FERLFHPEELT EERK, FrolBae™
ERERRANER AR XRZAMHLAETFEREN T HEESLFTESTR
FHRRAREWHERE N TENHENTIER2FRL SR T2 AN
sz EE, TENIREFETREARF,

Step 5: Deciding What to Fix

S5 REBEARE

After you've classified the risks to your application, you'll have a prioritized list of
what to fix. As a general rule, you should fix the most severe risks first. It simply
doesn't help your overall risk profile to fix less important risks, even if they're easy or
cheap to fix. Remember, not all risks are worth fixing, and some loss is not only
expected, but justifiable based upon the cost of fixing the issue. For example, if it
would cost $100,000 to implement controls to stem $2,000 of fraud per year, it would
take 50 years return on investment to stamp out the loss. But remember there may be
reputation damage from the fraud that could cost the organization much more.

B R E R T AR R AR B R o 25, AR 4 REAR B — fo AR B R P 1B 251
Ko EA—BAN, BN ZEEGCEN T ENRNL., BIERRALEE, BK
BAKTARERNRAG, €L TREENNRNERI, FiDE, F TR
REHEFEE, FERAARETHN, TEEETBARKGENET R, F
o, wREAEE 10 7 EATER, UM XU &4 2,000 #E, AT HLET R
KEFES0 FREZF. EECEREF T ERELERE, TRELFAHR
E LW AR

Step 6: Customizing Your Risk Rating Model

S 6: EH KK PFRAR R

Having a risk ranking framework that's customizable for a business is critical for
adoption. A tailored model is much more likely to produce results that match people's
perceptions about what is a serious risk. There are several ways to tailor this model
for your organization. You can waste lots of time arguing about the risk ratings if
they're not supported by a model like this.

HHE N EFREFRERNTUV S EERERN . EHTENRA T~
EEReAMATH2ERERNRFENER . W RN P REREHITH,
QAR BEAE K BRI R AL — A R B I R F LA 7 i L& A AR
R RAE AL
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Adding factors HHNEE

You can choose different factors that better represent what's important for your
organization. For example, a military application might add impact factors related to
loss of human life or classified information. You might also add likelihood factors,
such as the window of opportunity for an attacker or encryption algorithm strength.

B BALREFHREM AN RN AREERENTRE F . oo, —
MEZENABFIRMATAREERNEGEENERNTHEF  ERLT LUR
AR E E, fluRGENAFD, MEHERES,

Customizing options

ERPE 2

There are some sample options associated with each factor, but the model will be
much more effective if you customize these options to your business. For example,
use the names of the different teams and your names for different classifications of
information.

E— N EEHMAH LR AET, EE0RMER S 2 XX LETAE, XA
TR R A 3T b 5 F A R Fldm, &R A E W E A% F LR B 2 Ko

You can also change the scores associated with the options. The best way to
identify the right scores is to compare the ratings produced by the model with ratings
produced by a team of experts. You can tune the model by carefully adjusting the
scores to match.

RAF U E R G X BT K0 B R = AW IF R R T KA T
R B R T 77 ik . R DU ST A e R T R RE S AR IR B

Weighting factors

R A

The model above assumes that all the factors are equally important. You can weight
the factors to emphasize the factors that are more significant for your business. This
makes the model a bit more complex, as you'll need to use a weighted average. But
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otherwise everything works the same. Again, you can tune the model by matching it
against risk ratings you agree are accurate.

DL R BB R E A E R R DX F AT A DA TR R 2 I & Rt
R S EWMER, XL FREERE R R RE, BARETEER 0T
BEGER, B HEMH 7 EME— 8. B, R UELHEEDEEIRE
R R RS T 2R B AR — B
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