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https://blog.jetbrains.com/security/2024/06/updates-for-security-issue-affecting-intellij-based-ides-2023-1-and-github-plugin/
https://blog.checkpoint.com/securing-the-cloud/malicious-vscode-extensions-with-more-than-45k-downloads-steal-pii-and-enable-backdoors/
https://snyk.io/blog/visual-studio-code-extension-security-vulnerabilities-deep-dive/
https://medium.com/@ronilichtman/making-sense-out-of-the-sisense-hack-f61a3d9b80a7
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https://www.datadoghq.com/state-of-cloud-security/
https://cloudsecurityalliance.org/artifacts/state-of-non-human-identity-security-survey-report
https://medium.com/@ronilichtman/making-sense-out-of-the-sisense-hack-f61a3d9b80a7
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https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html
https://help.salesforce.com/s/articleView?id=sf.remoteaccess_disable_username_password_flow.htm&type=5
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-security-topics#name-implicit-grant
https://help.salesforce.com/s/articleView?id=sf.remoteaccess_oauth_username_password_flow.htm&language=en_US&type=5
https://auth0.com/docs/get-started/authentication-and-authorization-flow/implicit-flow-with-form-post
https://support.microsoft.com/en-us/account-billing/using-app-passwords-with-apps-that-don-t-support-two-step-verification-5896ed9b-4263-e681-128a-a6f2979a7944
https://support.google.com/accounts/answer/185833?hl=en
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https://www.wiz.io/blog/38-terabytes-of-private-data-accidentally-exposed-by-microsoft-ai-researchers
https://www.upguard.com/blog/what-caused-the-uber-data-breach
https://circleci.com/blog/jan-4-2023-incident-report/
https://medium.com/@ronilichtman/how-cloudflare-got-hoktad-part-one-d5bb75dac3f0
https://medium.com/@ronilichtman/snowstorm-surrounding-the-recent-snowflake-hack-ab7e51e0c5be
https://medium.com/@ronilichtman/large-scale-extortion-via-secrets-in-env-files-why-secret-vaults-just-arent-enough-9b4c568724ca
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https://unit42.paloaltonetworks.com/large-scale-cloud-extortion-operation/
https://medium.com/@ronilichtman/large-scale-extortion-via-secrets-in-env-files-why-secret-vaults-just-arent-enough-9b4c568724ca
https://msrc.microsoft.com/blog/2024/01/microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/
https://medium.com/@ronilichtman/how-to-protect-yourself-from-the-microsoft-oauth-attack-powershell-scripts-included-71b398034b8d
https://www.wiz.io/blog/38-terabytes-of-private-data-accidentally-exposed-by-microsoft-ai-researchers
https://circleci.com/blog/jan-4-2023-incident-report/
https://www.upguard.com/blog/what-caused-the-uber-data-breach
https://www.verkada.com/security-update/report/
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https://www.datadoghq.com/state-of-cloud-security/
https://cloudsecurityalliance.org/artifacts/state-of-non-human-identity-security-survey-report
https://orca.security/wp-content/uploads/2022/09/2022-State-of-Public-Cloud-Security-Report.pdf
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https://hackingthe.cloud/aws/exploitation/Misconfigured_Resource-Based_Policies/exploiting_misconfigured_gitlab_oidc_aws_iam_roles/
https://github.com/aws-actions/configure-aws-credentials#security-recommendations
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https://www.doppler.com/blog/updated-data-breaches-caused-by-leaks-in-2024
https://huggingface.co/blog/space-secrets-disclosure
https://medium.com/@ronilichtman/snowstorm-surrounding-the-recent-snowflake-hack-ab7e51e0c5be
https://www.aquasec.com/blog/github-repos-expose-azure-and-red-hat-secrets/
https://www.wiz.io/blog/38-terabytes-of-private-data-accidentally-exposed-by-microsoft-ai-researchers
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