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SC01:2025 Vi A P i) Access Control Vulnerabilities
SC02:2025 WS BRI Price Oracle Manipulation
SC03:2025 WRAR Logic Errors
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1.2.1 SolidityScan HJ Web3HackHub

KRB RIS AE OWASP FHEE G A+ KL RK, BANGESH T 2 AP EHE RIFE, HAF SolidityScan )
Web3HackHub (2024) $24L T SCEE Y R, ZWIEIL A T XELEESIUR I 2 0F, RN 7. Bk AT
Abass, NEREE L7 SRR AL T B Se s R

Web3HackHub g3 1™ 2011 fELIR W24t MEnT TN e IR BRI T-BOfis g, /il A i H a2 2%
AN D NS E LR SR DS A v

2024 4E Web3HackHub 115 E
R Mg, 2024 0T 149 g4, Btk 14.2 {ZFET.

FERFH TN GeRAINR L BRI
® Uil HEhlwI - #ik 9.532 {4kt

® WiRIWI - ik 6380 Ji%kiT

® WH AN - #ik 3570 ST

o [NHbEMd - #ik 3380 SiEIT

® HIAIIEAL - ik 1460 JiZEC
o MBS HIERMN - 15 880 JiEic

® RELIMISMBIAA - 2k 55.07 Jikot

Web3 HackHub: Gain Insights into Blockchain hacks

$22 Billion

Attack Trends

Explore through all the hacks since 2011
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OWASP £9R8 & 201 K24 WK (2025) &#E CC BY-NC-SA 4. 0 (AmiRdt= 2 4 FEpi -4 E 74t = 4. 0 W AHE)

KA, BRI R -

3 M H Leaders

® Jinson Varghese Behanan (Twitter: @JinsonCyberSec)

® Shashank (Twitter: @cyberboylndia)
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BUHAAK: K O
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mailto:jinson@owasp.org
https://x.com/JinsonCyberSec
mailto:shashank@credshields.com
https://x.com/cyberboyIndia

OWASP Smart Contract Top 10 2025

SC01:2025 V328 A 24 ————

iipy
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ELER M BEITR
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© WesR A REgCR B RS, SEHSNAEE o SRS RTT PR EORE AR, W1 Ownable B

HRE 2™ I 5510k BT M AV m s (RBAC) , TR R BE B
Vi P BUR T E o 2 IS B PR AP S TG 2 B PR % 42
Wi, 1 onlyOwner B¢H € A (& HHLH .

HLRP

1. HospoWise Hack : A Comprehensive Hack Analysis

2. LAND NFT Hack : A Comprehensive Hack Analysis

w1 CRERFRE2)
// SPDX-License-Identifier: MIT

pragma solidity "0.8.0;

contract Solidity AccessControl {

mapping (address => uint256) public balances;

// Burn function with no access control CZHH%eRE0AA BREES, AEM AR CLIE D
function burn(address account, uint256 amount) public {

_burn(account, amount) ;


https://etherscan.io/address/0x952aa09109e3ce1a66d41dc806d9024a91dd5684#code
https://blog.solidityscan.com/access-control-vulnerabilities-in-smart-contracts-a31757f5d707
https://bscscan.com/address/0x1a62fe088F46561bE92BB5F6e83266289b94C154#code
https://blog.solidityscan.com/land-hack-analysis-missing-access-control-66fb9555a3e3
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w2 (BEEREZ)

// SPDX-License-Identifier: MIT

pragma solidity ~0.8.0;

// BI\ OpenZeppelin [ Ownable &%1, EHTAEI

”

import “@openzeppelin/contracts/access/Ownable. sol”;

contract Solidity AccessControl is Ownable {

mapping (address => uint256) public balances;

// Burn function with proper access control, only accessible by the contract owner (RHG&Z
BHA REPATHEBARE)
function burn(address account, uint256 amount) public onlyOwner {

_burn(account, amount) ;
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HLRP

1. Polter Finance Hack Analysis

2. BongDAO Protocol : A Comprehensive Hack Analysis

w1 CFERFRE2)
// SPDX-License-Identifier: MIT
pragma solidity "0.8.0;

interface IPriceFeed {

function getlLatestPrice() external view returns (int);


https://blog.solidityscan.com/polter-finance-hack-analysis-c5eaa6dcfd40
https://polygonscan.com/address/0x4248fd3e2c055a02117eb13de4276170003ca295#code
https://blog.solidityscan.com/bonqdao-protocol-hack-analysis-oracle-manipulation-8e6978149a66
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contract PriceOracleManipulation {
address public owner;

IPriceFeed public priceFeed;

constructor (address priceFeed) {
owner = msg. sender;

priceFeed = IPriceFeed( priceFeed) ;

function borrow(uint256 amount) public {
int price = priceFeed. getLatestPrice();

require (price > 0, “Price must be positive”);

// Vulnerability: No validation or protection against price manipulation (Jgil: RIINIEEIE
HEATBIE B u )

uint256 collateralValue = uint256(price) * amount;

// If an attacker manipulates the oracle, they could borrow more than they should (i %
BY TS VNS, AIREME BTN A T4
}

function repay(uint256 amount) public {

// Repayment logic (GAZKIZHE)

w2 (BEEREZ)

// SPDX-License-Identifier: MIT

pragma solidity ~0.8.0;

interface IPriceFeed {

function getlLatestPrice() external view returns (int);

contract PriceOracleManipulation {
address public owner;

IPriceFeed public priceFeed;

10
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int public minPrice = 1000; // Set minimum acceptable price (¥ (KA EEZNMHE)

int public maxPrice = 2000; // Set maximum acceptable price (¥ H = Al #2404 )
constructor (address priceFeed) {

owner = msg. sender;

priceFeed = IPriceFeed( priceFeed) ;

function borrow(uint256 amount) public {
int price = priceFeed. getLatestPrice();

require (price > 0 && price >= minPrice && price <= maxPrice, “Price manipulation detected”);

uint256 collateralValue = uint256(price) * amount;

// Borrow logic based on valid price UUNAEMAEEIEELIGIER, $ATEZZHE)

function repay(uint256 amount) public {

// Repayment logic (GAZKIZHE)

11
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HLRP

1. Level Finance Hack : A Comprehensive Hack Analysis

2. BNO Hack : A Comprehensive Hack Analysis

APl 1 CRERFAK 4

12


https://bscscan.com/address/0x9f00fbd6c095d2c542687ed5afb68d9c3fb2f464#code#F11#L165
https://blog.solidityscan.com/level-finance-hack-analysis-16fda3996ecb
https://bscscan.com/address/0xdca503449899d5649d32175a255a8835a03e4006#code
https://blog.solidityscan.com/bno-hack-analysis-15436d73e44e
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// SPDX-License-Identifier: MIT
pragma solidity "0.8.0;

contract Solidity LogicErrors {
mapping (address => uint256) public userBalances;

uint256 public totalLendingPool;

function deposit() public payable {
userBalances[msg. sender] += msg. value;

totalLendingPool += msg. value;

function withdraw(uint256 amount) public {

require (userBalances[msg. sender] >= amount, ”“Insufficient balance”);

// Faulty calculation: Incorrectly reducing the user’ s balance without updating the total lending
pool CEARENVR: ARIEAEH SMETBARE, SFEFEESEIRAILED

userBalances[msg. sender] —= amount;

// This should update the total lending pool, but it’s omitted here. (iXH N 1% 58 ¥ BG4
A, {HYE 2 T

payable (msg. sender) . transfer (amount) ;

function mintReward(address to, uint256 rewardAmount) public {

// Faulty minting logic: Reward amount not validated GEH4EEIR: REIEERFIEDE G SH)

userBalances[to] += rewardAmount;

/

13
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w2 (BEEREZ)

// SPDX-License-Identifier: MIT

pragma solidity ~0.8.0;

contract Solidity LogicErrors {
mapping (address => uint256) public userBalances;

uint256 public totallLendingPool;

function deposit() public payable {
userBalances[msg. sender] += msg. value;

totalLendingPool += msg. value;

function withdraw(uint256 amount) public {

require (userBalances[msg. sender] >= amount, “Insufficient balance”);

// Correctly reducing the user’ s balance and updating the total lending pool (ZYIE#Z4a%E1%:
FEVE /D P 43500 ] Bl 1 fff ST Dot s 2400
userBalances[msg. sender] —= amount;

totalLendingPool —= amount;

payable (msg. sender) . transfer (amount) ;

function mintReward(address to, uint256 rewardAmount) public {

require (rewardAmount > 0, “Reward amount must be positive”);

// Safeguarded minting logic (REMNIEUEMLE], {2 m2Hl &3

userBalances[to] += rewardAmount;

14
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ST R IR AT S

HLRP

1. Convergence Finance : A Comprehensive Hack Analysis

2. Socket Gateway : A Comprehensive Hack Analysis

A~ 1 CRERFAREZ)
// SPDX-License—Identifier: MIT

pragma solidity ~0.8.0;

contract Solidity LackOfInputValidation {

mapping (address => uint256) public balances;

15


https://etherscan.io/address/0x2b083beaaC310CC5E190B1d2507038CcB03E7606#code
https://blog.solidityscan.com/convergence-finance-hack-analysis-12e6acd9ea08
https://etherscan.io/address/0x3a23F943181408EAC424116Af7b7790c94Cb97a5#code
https://blog.solidityscan.com/socket-gateway-hack-analysis-b0e9567f7d3e

function setBalance (address user, uint256 amount) public {

OWASP Smart Contract Top 10 2025

// The function allows anyone to set arbitrary balances for any user without validation. (i%

BBV A OVE R P B R, HARBEAT AR M A SRR

balances[user] = amount;

w2 (BEEREZ)
// SPDX-License-Identifier: MIT

pragma solidity ~0.8.0;

contract LackOfInputValidation {
mapping (address => uint256) public balances;

address public owner;

constructor () {

owner = msg. sender;

modifier onlyOwner() {
require (msg. sender == owner, “Caller is not authorized”);

function setBalance (address user, uint256 amount) public onlyOwner {
require (user != address(0), “Invalid address”):

balances[user] = amount;

16
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1. Rari Capital : A Comprehensive Hack Analysis

o f B EE N R BUB MR, 6140 Open Zeppelin [
HAPBGH (Re—entrancy Guard) .

2. Orion Protocol : A Comprehensive Hack Analysis

A~ 1_FERFARN 4

// SPDX-License—Identifier: MIT

pragma solidity ~0.8.0;

contract Solidity Reentrancy {

mapping (address => uint) public balances;
function deposit() external payable {

balances[msg. sender] += msg. value;

function withdraw() external {
uint amount = balances[msg. sender];

require (amount > 0, “Insufficient balance”);

17


https://etherscan.io/address/0xe16db319d9da7ce40b666dd2e365a4b8b3c18217#code
https://blog.solidityscan.com/rari-capital-re-entrancy-vulnerability-analysis-25df2bbfc803
https://etherscan.io/address/0x98a877bb507f19eb43130b688f522a13885cf604#code
https://blog.solidityscan.com/orion-protocol-hack-analysis-missing-reentrancy-protection-f9af6995acb3
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// Vulnerability: Ether is sent before updating the user’s balance, allowing reentrancy. C(J
. FEEFH P KRB A ek, SBOTEANLED
(bool success, ) = msg. sender. call {value: amount} ("”);

require (success, “Transfer failed”);

// Update balance after sending Ether (RANER &4 54 HHr, i n] DALE M 2 Ay 5 &2 1 F
withdraw)

balances[msg. sender] = 0;

Bl 2_BREHE4

// SPDX-License-Identifier: MIT

pragma solidity ~0.8.0;

contract Solidity Reentrancy {

mapping (address => uint) public balances;

function deposit() external payable {

balances[msg. sender] += msg. value;

function withdraw() external {
uint amount = balances[msg. sender];

require (amount > 0, “Insufficient balance”):

// Fix: Update the user s balance before sending Ether (ZoEEHiAZM, i n] B AT

balances[msg. sender] = 0;

// Then send Ether CHHATHIK)
(bool success, ) = msg. sender. call {value: amount} ("”);

require (success, “Transfer failed”);

18
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HLRP

1. Punk Protocol Hack :A Comprehensive Hack Analysis

w1 CRERFRE2)
// SPDX-License-Identifier: MIT
pragma solidity ~0.4.24;

contract Solidity UncheckedExternalCall {

address public owner;
constructor () public {

owner = msg. sender;

function forward(address callee, bytes data) public {

require(callee. delegatecall (_data));  (// RIGEIREME, 7RSS B4 ZHAT)

19


https://github.com/PunkFinance/punk.protocol/blob/master/contracts/models/CompoundModel.sol
https://blog.solidityscan.com/security-issues-with-delegate-calls-4ae64d775b76
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w2 (BEEREZ)

// SPDX-License-Identifier: MIT

pragma solidity ~0.8.0;

contract Solidity UncheckedExternalCall {

address public owner;

constructor () {

owner = msg. sender;

function forward(address callee, bytes memory data) public {
// Ensure that delegatecall succeeds (Hiiff delegatecall A%IH)
(bool success, ) = callee.delegatecall (_data)
require (success, “Delegatecall failed”); // Check the return value to handle failure (A%
R, BHORSNES I IEff AT
}

20
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A PR BT LA B3 BB 7 SOUEAMTA] SN B 2% A R I8AT, BB A bR R A%
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HLRP

1. UwUlend Hack: A Comprehensive Hack Analysis

2. Doughfina Hack: A Comprehensive Hack Analysis
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https://blog.solidityscan.com/uwulend-hack-analysis-77eb9181a717
https://blog.solidityscan.com/uwulend-hack-analysis-77eb9181a717
https://blog.solidityscan.com/doughfina-hack-analysis-685ed56adb19
https://blog.solidityscan.com/doughfina-hack-analysis-685ed56adb19
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SC08:2025 ¥ 5 T s ———

iipy

PLR TG FEFANL CEVM) A BB [ 52 /N BE S8, IX ks M B R (e B IR . 1, uint8 (8 fir
TR5EED HeeffE 0 ) 255 2 MAEUE. WSR2 255 MEUE, BiskKEREH (Overflow) , 1
WM 0 W2 1, M kAE TR (Underflow) , HAKESLME 255,

AR SEE (0 int8) H, 1TNMEAR. Flin, int8 RAKE/MER ~128, RN -128 JE 1, LR
LAy 127 (BRI « ZMEARSHEE N AR R AEH I ER, TTRa SRR e LR, EEHEm
A B EA

Solidity 0.8. 0 REI_ERAEHIZH

Solidity 0.8.0 J UL FRRAS A sl e HoA R, Wk a5, 252 H3ER. 1Ak, Solidity
0.8.0 5INT unchecked KT, RVIFRHREAGTXEAE, Ui Gas $7H, EHFHEEEN FEHT A
R HAZ M5

BAER BREITR

o BYK P RBEARTEE: LHHETReEdEER  « FH Solidity 0.8.0 KPALRRAS: HihgmiFas R
TR I 7 4280, SREGE H HSe bRl i3 BT, RERIEH 24,

© BARLAEE. KE T UAAE LRSS o ERRETNREHERE (SafeMath) « X T LURYIAEIX R
WA HUGRE, SENBR - B OB BAEEAM W, OpenZeppelin £ GG 1% 2 42 o U5 TS
HERERBIITN. . UHGZEIL SafeMath P&, WT HIT-B7 1k R 38/ ik IR o

EIRHET addO. sub(\ mul () SFeR%, FTHATIEAR
ARIBH, FRAE R AR BN R B3R .

HLRP

1. PoWH Coin Ponzi Scheme : A Comprehensive Hack Analysis

2. Poolz Finance : A Comprehensive Hack Analysis

w1 GRERFRE4))
// SPDX-License-Identifier: MIT
pragma solidity ~0.4.17;
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https://etherscan.io/token/0xa7ca36f7273d4d38fc2aec5a454c497f86728a7a#code
https://blog.solidityscan.com/integer-overflow-and-underflow-in-smart-contracts-9598032b5a99
https://bscscan.com/address/0x8bfaa473a899439d8e07bf86a8c6ce5de42fe54b#code
https://blog.solidityscan.com/poolz-finance-hack-analysis-still-experiencing-overflow-fcf35ab8a6c5

contract Solidity OverflowUnderflow {

uint8 public balance;

constructor () public {

balance = 255; // Maximum value of uint8 (uint8 M AK{E)

// Increments the balance by a given value (IEHI43%0)
function increment (uint8 value) public {

balance += value; // Vulnerable to overflow (HJHESEEEH)

// Decrements the balance by a given value (J&/>43%0)
function decrement (uint8 value) public {

balance —= value; // Vulnerable to underflow CHAJRESEL Fii)

w2 (BEEREZ)

// SPDX-License-Identifier: MIT

pragma solidity ~0.8.0;

contract Solidity OverflowUnderflow {

uint8 public balance;
constructor () {

balance = 255; // Maximum value of uint8 C uint8 I KIED)

// Increments the balance by a given value (BEHI4x%H)

function increment (uint8 value) public {

OWASP Smart Contract Top 10 2025

balance += value: // Solidity 0.8.x automatically checks for overflow (Solidity 0.8.x H 3zt

I D
}

23



OWASP Smart Contract Top 10 2025
//Decrements the balance by a given value C Jf/b&%0, H{FEASKAE Fi)
function decrement (uint8 value) public {
require (balance >= value, “Underflow detected”);

balance —= value;
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SC09:2025 224 HIBENL S =,

iipy
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(ER LT 00 2 e o TR e s Bk, BRMBENIEGH AR KR Gas, MG LMT Y FETEA A

WA 2 RN T e TF R B 2 LU X MR A BB i A KU,
* block. timestamp: 4 X H 1)} A EL

* blockhash (uint blockNumber): 77 XHRHIGAE ((XFREL 256 PIXH)

* block.difficulty: 48X ERIFZH HESE

* block. number: 47Xt

* block. coinbase: 47T XELIH" Ttk

REETTVEAFAE A NS, RN 0] AR X H R e, AT 4 BE & 20 A REN L B il 4, S B3 REfS Tl
s HIREALAE R -

BFER M BEITR

o BB AT BRINEEN LS. P E XS o ERATE ML EHESHL (i Oraclize) fENANEBENLIERIR.
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i St A
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S BB,
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) A5 BRSSP A s .
B RSRRRE AN A TIRGERES e o 00 e 2 AT 4 P T FTPERO TR R I BEALAE
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T H (2 A o IR X ERI A S8 LU T X PE SRR SR X s 7 (8, 1

NULRY; & AR BEHLEORIE (FRIEEAH], T BeAPAER LUK
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1. Roast Football Hack : A Comprehensive Hack Analysis

2.  FFIST Hack : A Comprehensive Hack Analysis

A~ 1 CRERFAREZ)
// SPDX-License—Identifier: MIT

pragma solidity ~0.8.24;

contract Solidity InsecureRandomness {

constructor () payable {}

function guess(uint256 guess) public {
uint256 answer = uint256(
keccak256 (
abi. encodePacked (block. timestamp, block.difficulty,
mechanisms for random number generation ( ¥ FHANZ24IBENLE A BT RO
)
)

if (_guess == answer) {
(bool sent,) = msg. sender. call {value: 1 ether} ("”);

require (sent, “Failed to send Ether”);

w2 (BEEREZ)

// SPDX-License-Identifier: MIT

pragma solidity ~0.8.24:
import “@chainlink/contracts/src/v0.8/VRFConsumerBase. sol”;
contract Solidity InsecureRandomness is VRFConsumerBase {

bytes32 internal keyHash;

uint256 internal fee;

OWASP Smart Contract Top 10 2025

msg. sender)

//Using

insecure
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https://bscscan.com/address/0x26f1457f067bf26881f311833391b52ca871a4b5#code
https://blog.solidityscan.com/roast-football-hack-analysis-e9316170c443
https://bscscan.com/address/0x80121da952a74c06adc1d7f85a237089b57af347#code
https://blog.solidityscan.com/ffist-hack-analysis-9cb695c0fad9
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uint256 public randomResult;

constructor (address vrfCoordinator, address linkToken, bytes32 keyHash, uint256 fee)

VRFConsumerBase ( vrfCoordinator, 1inkToken)

keyHash = keyHash;

fee = fee;

function requestRandomNumber () public returns (bytes32 requestld) {
require (LINK. balanceOf (address (this)) >= fee, “Not enough LINK”);

return requestRandomness (keyHash, fee);

function fulfillRandomness (bytes32 requestld, uint256 randomness) internal override {

randomResult = randomness;

function guess(uint256 guess) public {
require (randomResult > 0, “Random number not generated yet”);
if ( guess == randomResult) {
(bool sent,) = msg. sender. call{value: 1 ether} ("”);

require (sent, “Failed to send Ether”);
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SC10:2025 4RSS (DoS) Ky S —

fik

* Solidity HHIHEZMRS (DoS) Bihiis MAFIRIFEFE GAS. CPU A IEAF s BE IR, (R RE A LALLM
WHRALEAE GAS FER Mty CHRREATAEAEFTELZ GAS 55 « EAMIGE (FIHA LA P i R &
BB ) ANDXCHR GAS RIBGE (THABIXHR GAS, PHASHIEZES) -

AR (CHWES
- FRRAKBATRTRRS: Jl# LA - BRSBTS, IATx T B S
PUCH, RSB MBI BB, RS &2 MRS IR AMT
A

s REREEHKR: WRELY LT EE T
LA (dApps) H1, DoS MGh I RESEUEE  « FEMEAEMZATINRRA . BN E G, s
AR E P 7 B EZ I GAS JH#E, XV He B 5 RIME RS A -

© WEFEEE: N URNER DS WilifkTE - BRESANRPIERNAE—AE. ik, NEELSE
Ryt RITSEVE R LA, WMSBH TR BR, FXTEAXERRNAGEHZESL AT,
Al S5 L2 ik o DAY L PR FA S it B T S BRI R 2 2%

w1 GRERFRE4))
// SPDX-License-Identifier: MIT
pragma solidity ~0.8.24;

contract Solidity DOS {
address public king;

uint256 public balance;

function claimThrone() external payable {

require (msg. value > balance, ”“Need to pay more to become the king”);

// If the current king has a malicious fallback function that reverts, it will prevent the new
king from claiming the throne, causing a Denial of Service. (I H4EiETEHR fallback MRECEE[EIE,
W EICE R &, 3 DoS W)

(bool sent,) = king.call{value: balance} ("”);
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require (sent, “Failed to send Ether”);

balance = msg. value;

king = msg. sender;

w2 (BEEREZ)

// SPDX-License-Identifier: MIT

pragma solidity ~0.8.24:

contract Solidity DOS {
address public king;

uint256 public balance;

// Use a safer approach to transfer funds, like transfer, which has a fixed gas stipend. CGRFEE
AR TR, W transfer, EAHHE Gas FR#l. D

// This avoids using call and prevents issues with malicious fallback functions. (##f malicious
fallback FZUHAZ 5o )
function claimThrone() external payable {

require (msg. value > balance, ”“Need to pay more to become the king”);

address previousKing = king;

uint256 previousBalance = balance;

// Update the state before transferring Ether to prevent reentrancy issues. GEHIIRE, B
I PNLE D)
king = msg. sender;

balance = msg. value;
// Use transfer instead of call to ensure the transaction doesn’ t fail due to amalicious fallback.

( ffH transfer MIE call, HIRAZHA=RER fallback KRIBO

payable (previousKing). transfer (previousBalance) ;
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